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PROTOCOL

ARPANET (Advanced Research Projects Agency Network)

Premier protocole informatique

INTERFACE
MESSAGE F
PROCESSOR

Commutation de paquets

-

Protocole NCP ancétre de TCP/IP

REGISTER

Routeur IMP




ARPANET LOGICAL MAP, MARCH 1977
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3.1CPIP

1983 --> Remplace NCP

Réutilisation des fragmentations des données <

Controle le flux et les erreurs \/
QB
AN

S

Communication LAN, WAN...
N
Toujours utilisé aujourd’hui
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Modele OS5I Modele TCP/IP

7. Application

6. Présentation Application

2. Liaison de données

1. Physique
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) Liceria Tech

1.TELNET

Un des premiers protocoles pour accéder a
distance & un ordinateur (1960) Port 23

Pas sécurisé

Tres simple a utiliser

e Telnet 192.168.1.1

F:»Documents and SettingsssamomoiX*telnet 172.168.1.1
onnexion a 192.168.1.1...




278 18.216151 192.168.1.149 192.165.1.96 TELNET 64 Telnet Data ...
278 18.260260 192.168.1.96 192.168.1.149 TCP 54 55122 » 23 [ACK] Seq=187 Ack=188 W

Frame 339: 78 bytes on wire (568 bits), 7@ bytes captured (568 bits) on interface \Device\NPF_{71BB696D-BE/B-4
Ethernet II, Src: AzureWav ad:63:d7 (99:eB:68:ad:68:d7), Dst: Synology e6:ca:1@ (88:11:32:e6:ca:1@)
Internet Protocol Version 4, Src: 192.168.1.96, Dst: 192.168.1.149
Transmission Control Protocol, Src Port: 55122, Dst Port: 23, Seq: 187, Ack: 188, Len: 16
Source Port: 55122
Destination Port: 23
[Stream index: 18]
[Conversation completeness: Complete, WITH DATA (31)]
[TCP Segment Len: 16]
Sequence Number: 187 (relative sequence number)
Sequence Number (raw): 351589932
[Next Sequence Number: 123 (relative sequence number)]
Acknowledgment Number: 183 (relative ack number)
Acknowledgment number (raw): 3895658324
81el .... = Header Length: 28 bytes (5)
> Flags: @x@l8 (PSH, ACK)
Window: 1826
[Calculated window size: 262656]
[Window size scaling factor: 256]
Checksum: @x@b4s [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @
> [Timestamps ]
> [SEQ/ACK analysis]
TCP payload (16 bytes)

€ W v oW

v Telnet
Data: Tuto-Telnet-2823




D Liceria Tech

Sorti bien aprés Telnet (1995)

Port par défaut : 22
Chiffrée

N\\\}

[etc/ssh/sshd_config

C: \WINDOWS\system3
alexis@lo2.168.1.2




9658 19.691621 152.168.1.14 152.168.1.2353 S5Hw2 82 Client: Protocol (SSH-2.8-PuTTY Release 8.73)
9674 19.729537 152.168.1.253 152.168.1.14 S5Hw2 84 Server: Protocol (SSH-2.8-OpenSSH 9.2p1 Debian-24debl2u3)
9675 19.731948 192.168.1.14 152.168.1.2353 TCP 1514 51745 = 22 [ACK] Seq=29 Ack=41 Win=262656 Len=1488 [TCP PDU reassembled in 9676]
9676 19.731948 192.168.1.14 192.168.1.2353 S5Hw2 178 Client: Key Exchange Init
9678 19.736723 192.168.1.253 152.168.1.14 S5Hw2 1126 iServer: Key Exchange Init
9682 19.746877 192.168.1.14 192.168.1.2353 S5Hw2 1262 Client: Diffie-Hellman Key Exchange Init
G727 19.798921 192.168.1.253 192.168.1.14 S5HW2 1514 Server: Diffie-Hellman Key Exchange Reply, MNew Keys, Encrypted packet (len=212)
9728 19.798921 192.168.1.253 192.168.1.14 S5Hv2 178 Server: Encrypted packet (len=124)
9732 19.806871 192.168.1.14 192.168.1.253 S5Hv2 134 Client: Mew Keys, Encrypted packet (len=64)
9737 19.818696 192.168.1.253 192.168.1.14 S5Hv2 118 Server: Encrypted packet (len=64)
lavea 22.641162 192.168.1.14 192.168.1.253 S55Hw2 134 Client: Encrypted packet (len=8@)
18787 22.653554 192.168.1.253 192.168.1.14 S5Hv2 134 Server: Encrypted packet (len=8@)
11578 25.341454 192.168.1.14 192.168.1.253 S5Hw2 326 Client: Encrypted packet (len=272)
11675 25.494933 192.168.1.253 192.168.1.14 S5Hw2 182 Server: Encrypted packet (len=48)
11677 25.495348 192.168.1.14 192.168.1.253 55Hv2 134 Client: Encrypted packet (len=8@)
11684 25.585803 192.168.1.253 192.1658.1.14 SSHv2 718 Server: Encrypted packet (len=856)
11781 25.553677 192.168.1.253 192.168.1.14 SSHw2 118 Server: Encrypted packet (len=64)
11782 25.553988 152.168.1.14 152.168.1.2353 S5Hw2 238 Client: Encrypted packet (len=176)
11784 25.561691 192.168.1.253 192.168.1.14 SSHv2 214 Server: Encrypted packet (len=168)
11785 25.562801 152.168.1.253 192.168.1.14 SSHv2 558 Server: Encrypted packet (len=496)
11723 25.624176 152.168.1.253 192.168.1.14 SSHv2 134 Server: Encrypted packet (len=88)
Cockie: bS64baaadS4c59639cabe2fbf7csebbe ﬁ 63 6T 6d @@ @@ @8 d5 75 6d 61 63 2d 36 34 2d 65 com----u mac-64-e
kex_algorithms length: 294 74 6d 48 6f 78 65 Be 73 73 68 2e 63 6T 6d 2c 75  tmlopens sh.com,u
kex _algorithms string [..]: sntrup?6lx25519-shaSl2@openssh.com,curve25519-sha2s6, curve25519-sha2se@libssh.org,ecdh-sha2- 6d 61 63 2d 31 32 38 2d 65 74 6d 48 6f 7@ 65 Ge  mac-128- etmfopen
server_host_key algorithms length: 57 73 73 68 2e 63 6T 6d 2c 68 6d 61 63 2d 73 68 81  ssh.com, hmac-sha
- - = \ X , 32 2d 32 35 36 2d 65 74 &6d 48 6T 7@ 65 Be 73 73 2-256-et mopenss
server_host_key algorithms string: rsa-sha2-512,rsa-sha2-256,ecdsa-sha2-nistp256,ssh-ed25519 68 2¢ 63 6f 6d 2c 68 6d 61 63 2d 73 68 61 32 2d  h.com,hm ac-sha2-
encryption_algorithms_client_to_server length: 188 35 31 32 2d 65 74 6d 48 6F 78 65 6e 73 73 68 2e  512-etm@ openssh.
encryption_algorithms_client_to_server string: chacha2@-polyl3@S@openssh.com,aesl28-ctr,aes192-ctr,aes256-ctr,aes128-gc 63 6F 6d 2c 68 6d 61 63 2d 73 68 61 31 2d 65 74 com,hmac -shal-et
encryption_algorithms_server_to_client length: 188 6d 48 &6f 78 65 Ge 73 73 68 2e 63 6T 6d 2c 75 6d milopenss h.com,um
encryption_algorithms server to client string: chacha2e-polyl3@s@openssh.com,aesl28-ctr,aesl92-ctr,aes256-ctr,aes128-gc 61 63 2d 36 34 48 6T 78 65 6e 73 73 68 2e 63 6T ac-64ffop enssh.co
mac_algorithms_client to_server length: 213 6d 2c 75 6d 61 63 2d 31 32 38 4@ 6T 78 65 6e 73  m,umac-1 28@opens
mac_algorithms_client_to_serwver string [..]: umac-64-etmilopenssh.com,umac-128-etmilopenssh.com,hmac-sha2-256-etmilopenssh. B i
. . 2d 32 35 36 2c 68 6d 61 B3 2d 73 BB 61 32 2d 35 -256,hma c-sha2-5
mac_algorithms_server_to_client length: 213 31 32 2c 68 6d 61 63 2d 73 68 61 31 @@ 8@ 88 d5  12,hmac- shal---
mac_algorithms_server_to_client string [..]: umac-64-etmilopenssh.com,umac-128-etmilopenssh.com, hmac-sha2-256-etmilopenssh. 75 6d 61 63 2d 36 34 2d 65 74 6d 4@ 6f 78 65 6e  umac-64- etm@iopen
compression_algorithms_client_to_server length: 4 73 73 68 2e 63 6 6d 2c¢ 75 6d 61 63 2d 31 32 38  ssh.com, umac-128
compression_algorithms_client_to_server string: none 2d 65 74 6d 48 6T 78 65 6e 73 73 BB 2e 63 6T 6&d -etmope nssh.com
compression_algorithms_server_to_client length: 4 2c 68 6d 61 63 2d 73 68 61 32 2d 32 35 36 2d B5 yhmac-sh a2-256-e
compression_algorithms_server_to_client string: none 74 6d 48 6T 78 65 6e 73 73 68 2e 63 6T 6d 2c 68  tmflopens sh.com,h
languages_client to_server length: @ 6d 61 63 2d 73 68 61 32 2d 35 31 32 2d 65 74 6d  mac-sha2 -512-etm
languages_client to_server string: 48 6f 7@ 65 Be 73 73 68 2e 63 6T 6d 2c 68 6d 61  (@openssh .com,hma
- - = . 63 2d 73 68 61 31 2d 65 74 6d 48 6T 78 65 6e 73 c-shal-e tmlopens
languages_server_to_client length: @ 73 68 2e 63 6F 6d 2c 75 6d 61 63 2d 36 34 48 6Ff  sh.com,u mac-64@o
languages_server_to_client string: 78 65 Ge 73 73 68 2e 63 6f 6d 2c 75 6d 61 63 2d  penssh.c om,umac-
First KEX Packet Follows: @ 31 32 38 48 67 7@ 65 6e 73 73 68 2e 63 6f 6d 2c  128f@open ssh.com,
Reserved: 08000008 68 6d 61 63 2d 73 68 61 32 2d 32 35 36 2c 68 &d hmac-sha 2-256,hm
[hasshServerAlgorithms [..]: sntrup?61x25519-sha512@openssh. com,curve25519-sha256, curve25519-sha256@libssh.org,ecdh-sha2 61 63 2d 73 68 61 32 2d 35 31 32 2c 68 6d 61 63  ac-sha2- 512,hmac
[hasshServer: 5c25be@a39c3953e7c9eb5ag94c4e941] 2d 73 68 61 31 8@ @0 8@ 04 e 6f Ge 65 8@ @@ 8@  -shal--- -none--
Padding String: 2022882 W Ei EE E: EE Eg EE 2e 82 00 28 o0 00 B0 B8 90 Be :T?T?:' """"

Encrypted Packet [..]: 2416d74a996839664b384e84a34251e@5889728cB842a372b6435ddT1lcb8clblbdddceld3c538bbd59b3b599161aT625a@9ccd272918bTabT864d2T4e89661b1153T0bad057c9c48342217ed41d93236cbb3Te97



, FTP \ F":-\ 2. FTP

FTP Server FTP

Client Client

Logiciel : Filezilla, WinSCP, Cyberduck...

Mode actif ; Client --> Serveur
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File ~Edit  Wiew Trarsfer Server  Bookenarks. Helg
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|

Host  scsmabs host Jugrmarme:  szample user Faawinl: sesssssssasann Pyl Dhilcedonmnect || -

[Statis: - TLE connaction establiched. - d . f . I . o ey e | . I >
S v dos ok gt A5 Mode passif : Client initialise les commandes
Status: Elénlng download of fexample’examplel e o o .
Statusi  File tranafer successful, trancferred 18 bytesin 1 second S t t d q m e
St TRsconnected from seneer . erveur qUI eCOU e Sur un por yn Iqu
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i 1 Favarites v | 2 PySCladiin
= I E
Fiferarme Felesare . Filetyps Last modied | ilename hilesize  Filelype Last modified Permissions | Dwner/Gro...
2pamplel bt 33 Fext Document: SIS COLE S35 .. ExarmEie.. 18 TetbPoow.. 90152016505, 0844 33 330
- exampled b S5 TedDocement OA50E 51245 Ehearnple, 35 Tea Docu.,  WISRNE 005G D544 330 A3
exarmpled it 02 Ted Docement. 871500016 4:51:404 | Example. B2 lewh Upcy..  S0502000 %05 0644 330°330
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SeneerLoral file Mrection  Remate fils Size | Proaty Srans 9
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e @ 4

Edit View Go

Filter:

Mo,

fB7S
fB76
B8
879
B8O
FB81

7883
7891
7EQ2
7894
7895

ftp

Source

192,
192,
192,
192,
192,
192,

192.168.0.12

168. 0.
168. 0.
168. 0.
168. 0.
168. 0.
168. 0.

23
12
23
12
23

12

192.168.0.23
192.168.0.12
192.168.0.23
192 168.0.12

Capture Analyze

Statistics

E b X &|C
Cestination
192.168.0.12
192.168.0.23
192.168.0.12
192.168.0. 23
192.168.0.12
192.168.

192
192.
192,
192,
192,

168.
168.
168.
168.
168.

.23
0.12
0.23
0.12
0. 23

TE|E|:}hDI!1£ Tools Internals Help

Protocol

FTP
FTP
FTP
FTP
FTP

FTP

ETP

FTP
FTP
FTP
FTP

C“e»aF2|EEQQQAD #8M % B

E Expression... Clear Apply Save TCPerrors  DNSerror  HTTPerror BadURL

Info Website UREL

Response: 220--—————-—- welcome to Pure-FTPd [privsep] [TL5] --
RequestT: AUTH TL5

Response: 500 This security scheme is not implemented

RequestT: AUTH 55L

Response: 500 This security scheme is not implemented

Request: USER jeremyc
Response: 331 User JohnPete OK. Password requirec
Request: PASS SuperSecretPassword

Response: 230 OK. Current directory is /
Request: SYST

Response: 215 UNIX Type: L8

Request: FEAT




SFIP/FIP

Evolution du FTP

FTPS --> SSL (port 21)
SFTP --> SSH (port 22)

Chiffrement des données

SFTP meilleur que FTPS ?

HI"-Is:J:r 'I""Il"'-’Eﬂ BHLaRQ/0H/gt TKRzuPafHIG TzaxOy4PyKT 7 3wkmic dagEi 30 1ov b
7 EbQIXSNE259VNgJHADwW Je 7Awb) BUmzufdhk HigOzJLShDpPlca® SvuPolSVJ1 p..q:
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J. HITP

GET
HTTP (Hypertext Transfer Protocol) POST
PUT
DELETE
https://www.hostwinds.com/blog/url-structure NotFound

] E : E 1 \ The resource requested could not be found on this server!
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File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

H aQQ 0 Mm ¥k o

Filter: | http

,Hn Time Source Destination

. 172 10.8306270192.168.43.42 69.1985.124.1172
188 11.6480510659.195.124.112 192.168.43.42

325 23 EEI-EEIEI-"[} .'LEIE 1!5‘.'] 162. 52

384 26,8239240192. 1EE 43.42

s ——— e e ol S e . B

193 1EE- 43.42

6d. 95, 24 112

L S e S Sl e— S

L =

402 2?’ ?53495'] I'EIE 1EE.-¢3 42

"I ]

59.1’95.124*112

] 425 28. /7380900 695.195.124.11.2 192,168.43.42

£ | L

+ Transmission Control Protocol,

__email=adminf40google. col

_ _'—‘ h*rte-. an wi r"+'- {'“"9"' I:|'|t-ﬁ| 24 h}rrpf
# Ethernet II src: IntelCor_ab6:c5:43 (60: SE dd.aﬁ c5
¥ Internet Fr-'.:rl:ucu"l version 4, Src: 192.168.43.42 (19

data: application/x-www-Torm-ur lencoded
Ypasswor d=Passwor d2010&r emember _me=Remember+me

3), Dst: SamsungE_51:12:73 (10:d5:42:51:1
168.43.42), Dst: 69.195.124.112 (69.1585.1
src Port: 57803 (57E@2), Dst Port: http (80), seq: 1, Ack: 1, L

E:pmmn Clear Apply Save
Prntn-cnl I:_mglh Info

HTTP 433 GET / HTTPR/1.1
HTTP 1188 HTTP/1.1 200 oK (rext/html

HTTP 233 H‘!‘I‘P,-'l 1 200 ok (text/plai

567 GET /dashboard.php HTTP/1.1

1322 HTTP/1.1 200 OK (text/html

b
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Version ameélioré de HTTP --> Plus sécurisé

digicert

ACK S
SSL/TLS 39
ClientHello

S1L

ClientKeyExchange
ChangecClipherSpec
Finished
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